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Content presented here is based on my colleagues work and art

They are much more expert than me on the inner workings and dirty details
All hard questions and complaints should be sent to them :-)
Thank you'!




Rakuten Mobile

Rakuten Mobile’s Network Expands

96% population coverage in sight in 2021 as soon as semiconductor supply issue recovers
Estimated population coverage including sites with contracts signed have already reached 96% coverage

A i e * Low Cost / Investment Unparalleled Productivit
4G population s _nVesH Lok Y
. : Wl v High productivity compared to other 3 MNOs

Coverage LA = oW Cell Site Engineer: Mew NW Feature

: P < : 4 deployment Subscriber Ratio Deployed
As of end of June 2021. ~ - Ea Other MNOS: Other MNOs: Other MNOS:

Days to months 1:1,000 & months
b, A w
Rakuten Mobile: Rokuten Mobile:

* Night-time population coverage ratio
* The area map may not match the actual population coverage depending on the timing of aggregation ar 1 : ED'GDD G duy‘s

*Basad on internal calculaticn

(0



Rakuten Mobile

Highly Advanced Large Mobile EDGE Data Network

Data Center Architecture

Edge Data Regional Central
Centers Data Centers Data Centers

+1,000s 50+

IP Transport Architecture

Fronthaul Backhaul
Network Network

10,000s g@\) _

Transport Capacity 8 Thps
Fiber Length 5,061 Km




Rakuten Communications Platform (RCP)

Global Deployment of Cloud-native 5G Network

Rakuten Communications Platform

T

RCP E2E Full Stack View Rakuten Mobile Migration to RCP
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deployment by 1&1, a
leading telco in Germany
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Rakuten Mobile Innovation Studio

Rakuten

Mobile

Autonomous Networking
Division

Dedicated to making
Truly Autonomous Networks
areality

Team of PhD researchers, SW
engineers & experienced Telco
professionals



Why Autonomous Networks ?




Why Autonomous Networks ?

Challenges Opportunities
100,2“%00:909;290 g Versatility

| Autonomous i reduce

OPEX >> evenues J
R Network JR °°F*
Beyond X ¥ Future
Human Capabilities ey Proof
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What is Autonomy ?

Automatic

Intelligent

No single, universally applicable and agreed definition of autonomous networking

But we can refer to common principles and properties
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Self-CHOP 1

Self-configuration Self-healing

« Adapt to changing conditions * Recognize and diagnose
by changing their own deviations from normal
configurations conditions and take action to
» Addition and removal of normalize them
components or resources * Proactively circumvent issues
without service disruption that could cause service
disruptions
Self-optimization Self-protection
* Constantly monitor * Incorporation of intelligence
predefined system goals and to recognize and circumvent
performance levels to ensure security threats

that all systems run at
optimum levels

[*] "The vision of autonomic computing” by J.O. Kephart et al.



The four ‘A’

.@@@

- Automatic, because machines are more proficient for systematic and exhaustive tasks than humans
- Aware, to gain situational awareness and guide reactive/proactive decision processes

- Adaptive, to change its decisions and operations to maintain value delivery ; because anomalies and (new)
attacks are constantly detected

- Autonomy, as each event translates into different local actions

1"
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The four ‘A’

Automatic Aware Adaptive Autonomous

Collectively, the four properties qualify an autonomic system and are referred to asthe 4 ‘A’.

Sometimes, a fifth ‘A’ is added:
- Abstraction, to enable coordination between heterogeneous equipment

Ultimately, this boils down to the essential coupling of automation with the intelligence that will drive it
towards cognitive operation.

Tackling the automation challenge is necessary but not sufficient. Automation alone can only adapt within the
function pre-defined scope and settings. Higher levels of (hetworked) autonomy can be reached by combining
the automatic, aware and adaptive (and abstraction) properties [*].

[*] partially based on “Towards Autonomic Networks” by S. Schmid et al.
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An attempt at terms disambiguation

Automatic, automated, automation

that occurs without human intervention

Autonomous, autonomic

that manages itself without external intervention

Cognitive, cognition

that involves intellectual processes involved in gaining knowledge, comprehension, problem solving and
decision making...

Self-organizing

that achieves steady state without external control

R
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Our Goal

Devise an “artificial engineer”
that has the capability to problem-solve with minimal to no human intervention
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Beyond Automation towards Autonomy

(o
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N
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Decide when to act ?

N é N
(4
Automation Autonomy
Independent operation of a system: Implies:
» within well-defined parameters large degree of adaptation,
* based on a limited set of predefined learning and decision making
rules or constraints J \ by the system itself. /

02

Deal with unknown situations ?

03

Invent a new approach ?
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Evolving autonomous networks

Evolutionary Exploration

Dynamic Adaptation

(o

Validate Logic

Real-time Responsive
Experimentation

Apply Logic

16



Autonomy engine Create Logic

Autonomy engine

E Adaptation Factory VO | id G te LO g i C

Knowledge Evolution Engine Experimentation Engine

Knowledge Center ’ =

Autonomous Control Plane

Controller

Controller

Controller

Controller Controller Controller Controller
Controller Controller
Controller Controller  Controller Controller

Apply Logic

& g, ,

% och D) VNF || Services VNF | [ Services VNF || Services
535 2 g (PES —y ()=
e e i Network for Netwers for
i ’ Fronthaul Backhaul

g || Infrastructure renthau || Infrastructure | Infrastructure
Uplpe 3

On Premise ‘ Private

Far Edge Near Edge Cloud

(g (@) (@

Adaptation Factory Autonomous Control Plane Knowledge Center
Creating & Validating New Controllers Network Operation & Management Storing Controllers & Knowledge of Different Types
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Closed Loop (controller) : How to Apply Logic

Module

||
YYYYY
al

Y
Parameters API Interface Requires
Software Composition Information
% ﬁ
-0 ° Module A
Specification

language

P e g W B

Module B
O

Composition

Operational Controller

S /| ATeTeTAelx]
Iz[e1w]r]

Controller

Control
loop

< Network

Modularization
What is an autonomous building block?

How to describe building blocks?

Specification Standardization
What is the right form of interoperability?

(0
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Evolution: Make New Logic
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“Codify-able process of creativity.”

Galapagos Finches

Parameters of a Choice of
module module

Analysis_2
Requires

orers I e O e O
Composition Informatian | AndlYSiS 1 l
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Topology of a
controller

s

o 10

State space Convergence Problem
How to reduce the number of possible How can we make the right choices in a
choices? reasonable time?

Empty Al

SGD
def Setup():
® Init veigh
vi = gaussian(0.0, 0.01)
82 = 1.3
def Predict(): #

gorithm sl = dot(v0, v1) & Pr
def Setup():

def Predict():

def Learn(}:

ra(2.4e-3, 0.67)
Experiment Progress (Log # Algorithms Evaluated) 12

https://ai.googleblog.com/2020/07/automl-zero-evolving-code-that-learns.html

AutoML-Zero: Evolving Code that Learns

(g

Exploitation vs Exploration
When is the right time to try something new?
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Online Experimentation: Validate Logic

“Humans test their ideas...

Unknown Opportunity

Unknown threat

~ o

Discover
Create

Designed by Freepik

Invent new approach

recompose
Improve tool

recompose

...S0 should machines.”

Stage 1: Stage 2:
Sanity Checks  Simulation

® d =2

New Controller ‘

al b

Stage 3:
Canary Testing

A &
Am% Accept

alb ‘ als

Reject

’ Guarantee controllers

’ Trust & Validation are fit for purpose

®

How to recreate an effective
environment per use case automatically ?

Simulation & Canary Testing
How to balance simulation and Canary testing ?

Digital Twin

How to experiment without breaking the real network?

(0
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Generie approoacin : Fromework
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v Generalization reduces workload

v" Reuse of technology becomes easy

v" All knowledge and state is available

21



Building Blocks

“All functionality
deconstructed into small
atomic modules”

__________________________________________________

\ \
[ 1 | 1
1 7)) BGP announcemen t Fann 1 ! U !
: ‘B based IP hole 1 1 = o
>N mitigator ! . Weight calculation e Q. ! Q
: 3 : : heuristic employing a m (28 : / Re-use GcrOSS domq I ns
1 0 | linear optimization o) i
1 < History-based DNS request based 1 1 SohiEG =
1 long-term traffic short-term traffic ] 1 .
: v' Flexible and adaptable
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_________________________
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1 g‘ HTTP server : >
: i request metric ! 9’.
= 1 DNS Configurator m' 5-
1 O | S

) Service Time series :

l\ Deployment DB DB p
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Symbolic Al
Teaching Approach

Hybrid Intelligence‘

Expert systems, Rule based..

“The AI / ML / EL to use Stochastic Search Al

is just another S el e T
Functional Building Block . —

We can use better one, R T ) oo o e Networks...
once available”

Motwvotionsy

—— e

v Ease of new algorithm intro

v' Adaptable to use case / environment

v It’s just another building block

1
Rule based
Approach

(0
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Cognitive Loop o N,
%’%

“We build the Y

fundamental cognitive

loop out of atomic 7
modules” g i
“ <

NETWORK
ACT

_________________________

nnnnnnnnnnnnnnn

; ] v “Standard” representation of Cognition

v' Same concept can be applied everywhere
...and changed as needed.

(0
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. SPDM Dextre Mobile Base System
Poisk Eurcpean Robotic Arm Mobile Transporter

™ RM-E)\ (ERA)
arya
Zvezda FGB

Service Module g
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As of June 2017

Apha Magnetic
Spectrometer
(AMS-02) P6 Truss Segment - Elements Currently on Orbit

- Elements Pending Russian Launch

“But not just anything can m ) - — R

Mulipurpose:
Laboratory Module
(instead of Pirg)

MLM Outfitting

work together. So, we use | b o s
specialized connectors to = S =
" N g

ensure modules dock only | / N
on to compatible ones.” R = ,m/ DNEE
Hatmony pumacz  IDA2

Node 2

v' Ensure API/functionality compatibility

v' Keep the research space manageable
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improve reuse and replaceability of similar
modules.
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° ° o,
Darwin's finches : .
n I n e vo u I o n 1. Geospiza magnirostris. 2, Geospiza fortis.

Genetic mutation and recombination |

“ gives us the tools, we |

construct various loops, |

try them out, improve, | s,
so that Utility improves smau;rtt:rm:g: o

(0

feeds primarily on
seeds, eat flowers,
buds, and the
occasional insect

Curved parrot like

beak for crushing nuts Evolution

3. Geospiza parvula. 4, Certhidea olivasea.

Use Case : Traffic Dutribution

Operational Controller

Operational Controller

T \
KIe[e] s[5 ]x] 1y

v" Modern networks becoming hard to
reason about and simulate

v"  Evolution traverses massive search
spaces easily.

Operational Controller

Operational Controller
- Th

( \'IIIW i
N M m
e o i

Controller

i

! ¥
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o n I i n e Evo I u ti o n I I Developmental research in 2004 showed that the development of the different beak shapes in Darwin's

. finches are influenced by slightly different timing and spatial expressions of a gene called calmodulin (CaM)
Natural Selection and the bone morphogenetic protein 4 (BMP4).

1. Geospiza magnirostris, 2. Geospiza fortis.

“trial and error
experimentation.”

Evolution

Adaping to
the conditions

3. Geospiza parvula. 4. Certhidea clivaea. Adapted from http:/ionline.itp.ucsb.ed h/27.jpg

Use Case : Traffic Dutribution

Operational Controller Traffic Conditions
| III\I 1 1
= R v Do not require domain knowledge

2 M /h

Evolutionary
Controller T
-
oY

Ea E, 50| bEEEE

architects' knowledge.

= | b | EEmE c - - -
i Rwsig . 2 v Trying out novel solutions in the net
7 @ § Utility can come out with unexpected
T £ measure Improvements, instead of reflecting the
Operational Controller (@) =
Q
Q
X
Ll

5 Al

A )

|

! v v

(0
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Meta Evolution

Self reflective

“We construct our loop
by means of another
loop.”

C-Level Middle Manager Worker

Devise strategy Devise Tactic .
Select better Manager Select better worker Implement Tactic
Educate Manager Train worker

Meta Evolution Controller Evolution Controller #1

Operational Control. #1

S

Traffic Distribution

Traffic Distribution Traffic Distribution

(o

v' Autonomy means self-reflection and
self-improvement ( self-*)

v Flexibility to find best solution
requires ability to adapt framework

v' Separate control loop to ensure that
supervision does not deteriorate.

Credit: https://www.flickr.com/photos/30485180@N06/3967682030 28



Master-Evolution Layer

Meta-Evolution Laye

Controller Hierarchy |

Evolution Layer

“Just like a company — o

Antenna Tilt

upper level supervises S

and teach subordinates.” o T

Oper Ctir #2

Global Evo Cilr -
Traffic Shaping

Actions

Use Case : Traffie Dustribuwhion W

Meta Evolution Controller
(" Meta Evolution Controller )

Antenna Tilt

Traffic Distribution

v

Global Evolution Controller

Global Evolution Controller

E

Antenna Til

v' Canintegrate all use cases

v" Higher layers’ jobs get more abstract

Local Evelution Controller #2 Traffic Distribution Local Evalution Controller #1 Local Evalution Controller #1

lobal Operational

Traffic Distribution Traffic Distribution Antenna Tilt

Controller

S S 3 —— v' Clear responsibilities and auditing
¥

\_ Traffic Distribution J v y
Local Operational Control. #2 Local Operational Control. #1 Local Operational Control. #1 Local 0pamtmnu| Control. #2 Local opemg.omﬂ Control. #3
{:} ’
Traffic Distribution Traffic Distribution Antenna Tilt MB"“ Tilt Antenna Tilt

(0
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Putting it all Together

“Human’s still

produce the S

modules until we ) o

can get emergent e _

behavior right.” ?"3-’ e
o e T

n :
@: N Blocks 44 \ '
Y 5 : ' >
Network Eomc:m -"""--.._ ‘
xperts oy
b - -~
. -~
Evolution Sao
N~~

Evolution Controller S
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Ecosystem

“You will not reach the
moon by trying to flight
your plane higher...”

Levels of Autonomy

Invent the new
technologies
needed for L5

Partner With Academia e —— Win- Win relations and virtuous cycle
z zz Mobile Edge Computing
= li
ot L2 application - Real World Problems
‘ SSFVEERSSITY + Real World Data
o [ 3~ .
he .""‘l 3 Prof. Varghese BELFAST . g::‘i';n"?:n?latform
Collaboration nn\
Radio Optimization
. $§I¥k$ Platform
P ¢ Fuk Tokyo Institute of Technology
rof. Fukawa
- _ J RAKUTEN Shared UNIVERSITY
—e i L}I(’l_,l\(.rslty e MNO R Lab
B Tol Techno ™. XY '15 FOW oA l.ll al
L : 2 Collaboration on\ q p
2 5 ] Mobile Edge Computing
> 7 ﬁ. g Network
el
2"/ oo Universities A 51 UnlverSIty
2 e g. L4 -3 Prof. Perkins angW

+ State of the Art R&D
Professors + POC

« Publications / Patents
+ Disruptive Tech

PhD [ And more..
students




Overview of autonomous networks standardization landscape




The need for AN standards

The need for standards is simple
« The problem and challenges are too big to be solved by individual initiatives
« Solutions will emerge from collaborative work and partnerships
« But global scale adoption will require interoperable systems

The key question is: What needs to be standardized ?
« Communication interfaces between functional blocks and devices

Resource models

Service interfaces
Common and consistent management principles and language
Context- and goal-oriented management

(o
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Autonomous networking standardization

Autonomic
Communications
Forum (ACF)

(=

“Holistic”

SON Functions 3GPP
Release 8

ITU-T Future
Networks Focus
Group, Rec. Y.3001

Mobile networks

SON Functions 3GPP

Release 11

NGMN NGCOR

AF1-002 GS
ETSI AF1 I1SG

IRTF NMRG
AN workshop
series

I[ETF ANIMA WG
creation

TMF ZOOM

“IP” networks

RFC7575
RFC7576

2015

ITU-T FG AN

ITU-T ML5G

ETSI ZSM
ETSI ENI

2017-
2018

TMF ANP
BBF AIM

2019

2020
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ITU-T Focus Group on Autonomous Networks

ITU-T Study Group 13 : Future networks N Tasks & Deliverables N
Focus Group Chair: Leon Wong . . Gap Analysis
Rakuten Mobile Inc. Japan Open Cﬁllﬂbﬂrﬁtlﬂn IS thE KE}’ to success Definition and Harmonisation of Terminology
Usze Case Analysis
Requirements & Architecture
vy

Open Participation

FG-AM is free of charge and open to all
relevant parties

Key concepts
Exploratory Evolution
N Real-Time Responsive Experimentotion

g ; ; — Applied Dynamic Adaptation
Academia Industry sDO ]
Focus Group on
Autonomous Networks
/’ \ (FG-AN)
1
The group is expected to make a key
contribution to the coherence of

innovation towards autonomous
networks by offering an open platform . . .
for the collaboration of standardization ub*_&tractmn, m_tr-::ducmg an
and open-source communities and all evolution mechanism as a catalyst
industry players and academia active in for autonomy
the field

o / o /

~

“Creative intelligence techniques
can provide a new layer of

(=
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AN (pre-)standardizationin IRTF and IETF

NMRG
. Autonomic Networking (2013-2014)
. RFC 7575 - Autonomic Networking: Definitions and Design Goals
. RFC 7576 - General Gap Analysis for Autonomic Networking
. Intent-based Networking (2016-Present)
. https://datatracker.ietf.org/group/nmrg/documents/
ANIMAWG
. Reference model
. RFC 8993 - A Reference Model for Autonomic Networking
. Control Loops
. https://datatracker.ietf.org/doc/html/draft-strassner-anima-control-loops-01
. Good overview of control loops state-of-the-art and requirements; expired document

OPSAWG
. RFC 8969 - A Framework for Automating Service and Network Management with YANG
. Network Telemetry Framework
. https://datatracker.ietf.org/doc/html/draft-ietf-opsawg-ntf-07
. Service Assurance for Intent-based Networking Archietcture
. https://datatracker.ietf.org/doc/draft-claise-opsawg-service-assurance-architecture/

(o
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https://datatracker.ietf.org/doc/rfc7575/
https://datatracker.ietf.org/doc/rfc7576/
https://datatracker.ietf.org/group/nmrg/documents/
https://datatracker.ietf.org/doc/html/rfc8993
https://datatracker.ietf.org/doc/html/draft-strassner-anima-control-loops-01
https://www.rfc-editor.org/rfc/rfc8969.html
https://datatracker.ietf.org/doc/html/draft-ietf-opsawg-ntf-07
https://datatracker.ietf.org/doc/draft-claise-opsawg-service-assurance-architecture/

Artificial Intelligence for Network and Service Automation

(o
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Joint evolution of Al and Ops

2020 2022-2023 2025 Beyond 2025
Raw Al & Automated Ops Advanced Al & Al-assisted Ops Lean Al & Al-empowered Ops Intuitive Al & Autonomous Ops
Limited view and use of Al potential More diversified, network-adapted Al techniques Broad set of Al techniques for N&S environment
Al & Data . .
Big dumb data Smarter data Intelligent data
Scale & Use case-driven Cross use cases “Al-as-a-Service”
Adoption sliag) srrellameleaslu o s e eues Large scale application cnq penetrgtlon of Al-based N&S Full scale deployment and appllcqblllty of Al-enabled, plug-n-
automation solutions play solutions
Zero-touch Al-Ops
Machine Reasoning
Symbiotic Human-Alinteraction
Practice & Retrofit ML technologies for N&S automation Al know-how is leveraged for N&S automation Designed with Al Missi
: . A - - - - - ; . . ission autonomy
Integration Manually-intensive integration Semi-automated design and integration Seamless design and integration
Transparent, trusted, open Al
Reliable, robust and distributed Al
Confidence & Controlled autonomy and confined in scope UIEH e SE R e C o TRl MR SIS e e
Securit No Al-specific s);curity measures P Trust framework safeguards Al-based solutions Al continuously and reliably delivers on the business targets
Y P Al-specific security techniques protect N&S operations Guaranteed Al functional safety
Standards & Lack of standards Emerging standards and basic interoperability Comprehensive standards and increased interoperability
Regulation Consultations with authorities and stakeholders First compliant Al-based N&S automation solutions Fully embedded policies and principles

R

Source: ETSI ZSM, IRTF NMRG
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Standardization scope

Enable innovation and differentiation with Al in multi-vendor

Key enablers and functionality

network and service management environment

Support for deployment diversity

Trust and adoption

Mediation between data sources and data processing,
augmented with meta-data models and data
governance

Support for unified and expressive data formats to
allow Al workflow automation and plug-and-play

Coordination between multiple, distributed Al
applications, ensuring compliance with intents,
consistent end-to-end operational view and means to
actonit

Al models life-cycle management, re-usability of
generated knowledge and acceleration of models
deployment

Data: data sources, their locations and characteristics (local,
ephemeral...), data distribution, data storage

Compute: computation elements locations, types and
capabilities

Operations: constraints and capabilities for various Al
models training and inference options; connecting the Al
applications to the orchestration and control end points

Considering also other factors for regulatory and sustainable
approach (energy, data sharing/replication, compute/data
co-location)

On-par privacy and security environment;
improvement and alignment to capabilities and
constraints of Al-based solutions

Support for different levels of supervision and
visibility for human operators

Support incremental evolution to Al/ML, integration
of learnings from experience and deployments to the
standardization process

Openness vs. trust dilemma: new disaggregated
solutions add management complexity and call for
more transparency and accountability

Source: ETSI ZSM, IRTF NMRG
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Key enabling areas

ARCHITECTURE

EmHICS

(o

05

(GOVERNANCE

Al

06

INNER Al

DATA

SUSTAINABILITY

SECURITY

Source: ETSI ZSM, IRTF NMRG
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Relevant SDOs landscape

Generic concepts and core technologies for end-to-end Al-driven N&S automation Vertical scenarios
ETSIZE S ZSM = _ f| Al & Data

WA N Rp s NMRG ' II‘I Analytics = SG13

= & (ENY ' .t ¢ COINRG tmror project @ SIG/FGon AI/ML
Generic Al enablers and related Researchchallengesin Al for N&S Elements and procedures related to Al for | Specifications for machine learning (ML)
frameworks management Service Management for future networks, including interfaces,
Al-empowered end-to-end and cross- | Forum on latest advances, developments | Collaborative projects (Catalysts) network architectures, protocols,
domain N&S automation solutions and practices algorithms and data formats

#5G
Domain-level adaptation of Al concepts and technologies 5GCAAY

=)

Virtualization, cloud and

Radio access and mobile core
edge cloud

Fixed access, backhaul, transport

Ao MEF -t

B o O-RAN Eéé ETSI_ ), MEC

s ceonse e RANX W 2 Nrv

RAN and 5G Core
management domain; RAN optimization and Virtualized and cloud-
RAN and 5G Core management domain native applications
signaling plane

| i S

Ensure federated, harmonized and complementary specifications across the multi-SDO landscape

Source: ETSI ZSM
1
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To go deeper...

Rakuten Mobile Innovation Studio website

https://netlab.mobile.rakuten.co.jp/

Vision paper: Towards a Truly Autonomous Network

https://netlab.mobile.rakuten.co.jp/assets/pdf/towards a truly autonomous network.pdf

ITU-T Focus Group on Autonomous Networks

https://www.itu.int/en/ITU-T/focusgroups/an/Pages/default.aspx

(o
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https://netlab.mobile.rakuten.co.jp/
https://netlab.mobile.rakuten.co.jp/assets/pdf/towards_a_truly_autonomous_network.pdf
https://www.itu.int/en/ITU-T/focusgroups/an/Pages/default.aspx

