
AI4SEC
Tackling CybersecurityNetwork Security through AI/ML

Dr. Pedro Casas

Senior Scientist

Data Science & Artificial Intelligence

AIT Austrian Institute of Technology @Vienna

AI4SEC



We are Losing the Battle against 
Cybercrime

ÁCybercrime as a country Ą 3rd largest economy behind US and China 
in 2021 (Cybercrime could cost 10.5 trillion USD by 2025)

ÁOperational complexity and diversity ςcyberattack surface growth
ƻǳǘǇŀŎƛƴƎ ƘǳƳŀƴǎΩ ŀōƛƭƛǘȅ ǘƻ ǎŜŎǳǊŜ it

ÁNeedfor (more) automated approaches with less human 
intervention to improve cyber defenses 



nowadays 
Internetôs landscape 

has drastically changed
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AI/ML to the Resecue
Extensive research harnessing the capabilities of AI/ML 

to improve security solutions

but, the success and speed of adoption of AI/MLin 
the cybersecurity practice is ǊŀǘƘŜǊ ǎƭƻǿΧ

ΧŜǎǇŜŎƛŀƭƭȅ ŀǎcomparedto the success of AI/ML in 
natural domains (NLP, image processing, etc)



What is Limiting
AI/ML Success in Networking?



What is Blocking AI Success in Networking?

Á Data Complexity: the complexity (and heterogeneity) of the data related to Internet-like 
networks is one of the most significant bottlenecks to AI4NETS

Á The Internet, and in general large-scale networks, are a complex tangleof networks, 
technologies, applications, services, devices and end-users

Á AI has so far shown very successful resultsgenerally in data from more predictable and 
easy to understand sources (natural sources)



What is Blocking AI Success in Networking?

Á Diversity of Network Data: besides complexity, network data often exhibits much 
more diversity than one would intuitively expect

learn here apply here apply here

learn here

apply herelearn here



What is Blocking AI Success in Networking?

Á Data Dynamics: networking data is non-stationary, generally comes in the form of 
data streams, and is full of constant concept drifts

time


